
Subject: *SOLVED* HN NAT Security
Posted by aar365 on Sat, 07 Jul 2007 02:48:31 GMT
View Forum Message <> Reply to Message

Hi All,

can you suggest some security measures on the Hardware Node, which enabled NAT?

OS: CentOS 5
Kernel: 2.6.18-8.1.4.el5.028stab035.1
NAT: forward HN port 80 to Internal VE

Seems the default firewall was removed after NAT setup. What should I do to secure the HN? Is it
safe enough?

Thanks for help in advance!

Subject: Re: HN NAT Security
Posted by dev on Mon, 09 Jul 2007 09:48:35 GMT
View Forum Message <> Reply to Message

Seems the default firewall was removed after NAT setup
This makes me believe you use some kind of tool for configuring your firewall/NAT. Am I correct?
Why have you decided that default firewall was removed?

plz provide exactl firewall settings *before* and *after* NAT setup using
# iptables -L
# iptables -L -t nat
commands

Subject: Re: HN NAT Security
Posted by n00b_admin on Mon, 09 Jul 2007 10:02:49 GMT
View Forum Message <> Reply to Message

I also do nat on a server and my firewall is open... (i mean i don't block any incoming
connections).

I don't see where's the security problem as long as you don't run any services on the HN itself
which is not recommended anyway.
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