Subject: Re: [PATCH 0/4] user namespaces: introduction
Posted by serue on Mon, 04 Feb 2008 21:45:44 GMT

View Forum Message <> Reply to Message

Quoting Serge E. Hallyn (serue@us.ibm.com):

> Quoting Daniel Hokka Zakrisson (daniel@hozac.com):

> > Serge E. Hallyn wrote:

> > > Here is a small patchset I've been sitting on for awhile

> > > to make signaling mostly subject to user namespaces. In

> > > particular,

>>>

> > > 1. store user_namespace in user struct

>>> 2. introduce CAP_NS OVERRIDE

>>> 3. require CAP_NS_OVERRIDE to signal another user namespace
>>>

> > > The first step should have been done all along. Else wouldn't
> > > a hash collision on (ns1, uid) and (ns2, uid), however unlikely,
> > > give us wrong results at uid_hash_find()?

> >

> > Unless I've completely misunderstood the code, each namespace has a
> > separate hash. Please correct me if I'm wrong.

>

> So it does!

>

> Yikes, how did | misread that so badly?

>

> That means the find_user() code may be simplified a bit after all.
> Well, or we could keep this and go to a single hash to save some
> memory...

>

> Thanks Daniel.

>

> -serge

Oh, here is the slightly simplified patch exploiting the fact
that each user namespace has its own user hashlist.

The rest of the patches remain unchanged.

-serge

>From 5¢22bd668795c069¢c595b17bcfcce7db0e2¢c5423 Mon Sep 17 00:00:00 2001
From: sergeh@us.ibm.com <sergeh@us.ibm.com>

Date: Wed, 28 Nov 2007 14:50:54 -0800

Subject: [PATCH 1/4] user namespaces: add ns to user_struct

Add the user_namespace to user_struct.
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Use ns to make sure we get right user with uid_hash_find().

Move /sys/kernel/uids/<uid> under
/sys/kernel/uids/<user_ns_address/<uid>

Changelog: feb 4: user hash tables are separate by hamespace,
so remove ns checks from uid_hash_find().

Signed-off-by: Serge Hallyn <serue@us.ibm.com>

fs/dquot.c | 2 +-

fs/ioprio.c | 2+

include/linux/sched.h | 3 +-

include/linux/types.h | 10 ++++++

include/linux/user_namespace.h | 3 ++

kernel/user.c | 63 +++++++++++++++++++H+ bt -
kernel/user_namespace.c | 14 ++++++++-

security/keys/process_keys.c | 8 ++--

8 files changed, 94 insertions(+), 11 deletions(-)

diff --git a/fs/dquot.c b/fs/dquot.c

index 9c7feb6..f413094 100644

--- alfs/dquot.c

+++ b/fs/dquot.c

@@ -960,7 +960,7 @@ static void send_warning(const struct dquot *dquot, const char warntype)
MINOR(dquot->dqg_sb->s_dev));
if (ret)
goto attr_err_out;

-ret = nla_put_u64(skb, QUOTA_ NL_A CAUSED_ID, current->user->uid);

+ ret = nla_put_u64(skb, QUOTA_NL_A CAUSED_ID, current->user->uid.uid);
if (ret)
goto attr_err_out;
genlmsg_end(skb, msg_head);

diff --git a/fs/ioprio.c b/fs/ioprio.c

index e4e01bc..2ec1430 100644

--- alfs/ioprio.c

+++ b/fs/ioprio.c

@@ -214,7 +214,7 @@ asmlinkage long sys_ioprio_get(int which, int who)

break;

do_each_thread(g, p) {
- if (p->uid !'= user->uid)
+ if ('task_user_equiv(p, user))

continue;

tmpio = get_task_ioprio(p);

if (tmpio < 0)
diff --git a/include/linux/sched.h b/include/linux/sched.h
index 198659b..1206486 100644
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--- al/include/linux/sched.h
+++ b/include/linux/sched.h
@@ -584,7 +584,7 @@ struct user_struct {

[* Hash table maintenance information */
struct hlist_node uidhash_node;

- uid_t uid;

+ struct k_uid_t uid;

#ifdef CONFIG_FAIR_USER_SCHED
struct task_group *tg;
@@ -1634,6 +1634,7 @@ static inline struct user_struct *get_uid(struct user_struct *u)
extern void free_uid(struct user_struct *);
extern void switch_uid(struct user_struct *);
extern void release_uids(struct user_namespace *ns);
+extern int task_user_equiv(struct task_struct *tsk, struct user_struct *u);

#include <asm/current.h>

diff --git a/include/linux/types.h b/include/linux/types.h
index f4f8d19..a6a130e 100644

--- a/include/linux/types.h

+++ b/include/linux/types.h

@@ -37,6 +37,16 @@ typedef _ kernel gid32_tgid _t;
typedef _ kernel _uid16 _t uid16 t;

typedef _ kernel_gid16_t gid16 t;

+struct k_uid_t {

+ uid_t uid;

+ struct user_namespace *ns;
+};

+

+struct k_gid_t {

+ gid_t gid;

+ struct user_namespace *ns;
+};

+
typedef unsigned long uintptr_t;

#ifdef CONFIG_UID16
diff --git a/include/linux/user_namespace.h b/include/linux/user_namespace.h
index b5f41d4..bb5e88a 100644
--- a/include/linux/user_namespace.h
+++ b/include/linux/user_namespace.h
@@ -12,6 +129 @@
struct user_namespace {
struct kref kref;
struct hlist_head uidhash_table[UIDHASH_SZ];
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+#if defined(CONFIG_FAIR_USER_SCHED) && defined(CONFIG_SYSFS)
+ struct kobject kobject;
+#endif

struct user_struct *root_user;

8

diff --git a/kernel/user.c b/kernel/user.c

index 7d7900c..5¢cc9d77 100644

--- alkernell/user.c

+++ b/kernel/user.c

@@ -53,6 +53,10 @@ struct user_struct root_user = {
files = ATOMIC_INIT(0),
.sigpending = ATOMIC_INIT(0),

Jdocked_shm =0,
+.uid ={
+ .uid =0,
+ .ns = &init_user_ns,
+1}

#ifdef CONFIG_KEYS
.uid_keyring = &root_user_keyring,
.session_keyring = &root_session_keyring,

@@ -75,13 +79,29 @@ static void uid_hash_remove(struct user_struct *up)
hlist_del_init(&up->uidhash_node);

}

+int k_uid_equiv(struct k_uid_t a, struct k_uid_t b)
+
+if (a.uid == b.uid && a.ns == b.ns)
+ return 1;
+ return O;
+}
+
+int task_user_equiv(struct task_struct *tsk, struct user_struct *u)
gl
+ if (tsk->uid != u->uid.uid)
+ return O;
+ if (tsk->nsproxy->user_ns != u->uid.ns)
+ return O;
+ return 1;
+}
+
static struct user_struct *uid_hash_find(uid_t uid, struct hlist_head *hashent)
{
struct user_struct *user;
struct hlist_node *h;

hlist_for_each_entry(user, h, hashent, uidhash_node) {
- if (user->uid == uid) {
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+ if (user->uid.uid == uid) {
atomic_inc(&user->___count);
return user;

}
@@ -190,7 +210,8 @@ static int uids_user_create(struct user_struct *up)

memset(kobj, 0, sizeof(struct kobject));

kobj->kset = uids_kset;
- error = kobject_init_and_add(kobj, &uids_ktype, NULL, "%d", up->uid);
+ error = kobject_init_and_add(kobj, &uids_ktype, &up->uid.ns->kobject,
+ "%d", up->uid.uid);

if (error) {

kobject_put(kobj);

goto done;
@@ -201,6 +222,9 @@ done:

return error;

}

+int register_user_ns_kobj(struct user_namespace *ns);
+void unregister_user_ns_kobj(struct user_namespace *ns);
+

[* create these entries in sysfs:

* "[sys/kernel/uids" directory

* "[sys/kernel/uids/0" directory (for root user)
@@ -208,10 +232,16 @@ done:

*/
int __init uids_sysfs_init(void)
{
+ int error;
+

uids_kset = kset_create_and_add("uids”, NULL, kernel_kobj);
if (luids_kset)
return -ENOMEM,;

+ error = register_user_ns_kobj(&init_user_ns);
+ if (error)
+ return error;
+
return uids_user_create(&root_user);

}

@@ -269,6 +299,30 @@ static inline void free_user(struct user_struct *up, unsigned long flags)
schedule_work(&up->work);

}

+int register_user_ns_kobj(struct user_namespace *ns)
gl

+ struct kobject *obj = &ns->kobject;
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+ int error;

+

+ obj->kset = uids_kset;

+

+ error = kobject_init_and_add(obj, &uids_ktype, &uids_kset->kobj,
+ "%Ix", (unsigned long)ns);

+ if (error)

+ return error;

+

+ kobject_uevent(obj, KOBJ_ADD);

+

+ return O;

+}

+

+void unregister_user_ns_kobj(struct user_namespace *ns)
gl

+ struct kobject *obj = &ns->kobject;

+ kobject_uevent(obj, KOBJ _REMOVE);

+ kobject_del(obj);

+}

+

#else I* CONFIG_FAIR_USER_SCHED && CONFIG_SYSFS */

int uids_sysfs_init(void) { return 0O; }
@@ -290,6 +344,8 @@ static inline void free_user(struct user_struct *up, unsigned long flags)
kmem_cache_free(uid_cachep, up);

}

+int register_user_ns_kobj(struct user_namespace *ns) { return 0; }
+void unregister_user_ns_kobj(struct user_namespace *ns) {}
#endif

/*

@@ -343,7 +399,8 @@ struct user_struct * alloc_uid(struct user_namespace *ns, uid_t uid)
if ('Inew)
goto out_unlock;

- new->uid = uid;
+ new->uid.uid = uid;
+ new->uid.ns = ns;
atomic_set(&new->__count, 1);
atomic_set(&new->processes, 0);
atomic_set(&new->files, 0);
diff --git a/kernel/user_namespace.c b/kernel/user_namespace.c
index 4c¢90062..7dc6cc7 100644
--- a/kernel/user_namespace.c
+++ b/kernel/user_namespace.c

@@ -10,6 +109 @@
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#include <linux/nsproxy.h>
#include <linux/user_namespace.h>

+int register_user_ns_kobj(struct user_namespace *ns);
+void unregister_user_ns_kobj(struct user_namespace *ns);
+
/~k
* Clone a new ns copying an original user ns, setting refcount to 1
* @old_ns: namespace to clone
@@ -19,12 +22,16 @@ static struct user_namespace *clone_user_ns(struct user_namespace
*old_ns)
{
struct user_namespace *ns;
struct user_struct *new_user,
-intn;
+intn, err;

ns = kmalloc(sizeof(struct user_namespace), GFP_KERNEL);
if ('ns)
return ERR_PTR(-ENOMEM);

+ err = register_user_ns_kobj(ns);
+ if (err)

+ goto out_free_ns;

+

kref_init(&ns->kref);

for (n = 0; n < UIDHASH_SZ; ++n)
@@ -47,6 +54,10 @@ static struct user_namespace *clone_user_ns(struct user_namespace
*old_ns)

switch_uid(new_user);
return ns;
+
+out_free_ns:
+ kfree(ns);
+ return ERR_PTR(err);
}

struct user_namespace * copy_user_ns(int flags, struct user_namespace *old_ns)
@@ -71,5 +82,6 @@ void free_user_ns(struct kref *kref)

ns = container_of(kref, struct user_namespace, kref);
release_uids(ns);

+ unregister_user_ns_kobj(ns);
kfree(ns);

}

diff --git a/security/keys/process_keys.c b/security/keys/process_keys.c
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index c886a2b..0343a52 100644

--- a/security/keys/process_keys.c

+++ b/security/keys/process_keys.c

@@ -75,9 +75,9 @@ int alloc_uid_keyring(struct user_struct *user,
int ret;

/* concoct a default session keyring */
- sprintf(buf, "_uid_ses.%u", user->uid);
+ sprintf(buf, "_uid_ses.%u", user->uid.uid);

- session_keyring = keyring_alloc(buf, user->uid, (gid_t) -1, ctx,
+ session_keyring = keyring_alloc(buf, user->uid.uid, (gid_t) -1, ctx,
KEY_ALLOC_IN_QUOTA, NULL);
if IS_ERR(session_keyring)) {
ret = PTR_ERR(session_keyring);
@@ -86,9 +86,9 @@ int alloc_uid_keyring(struct user_struct *user,

/* and a UID specific keyring, pointed to by the default session
* keyring */

- sprintf(buf, "_uid.%u", user->uid);

+ sprintf(buf, " _uid.%u", user->uid.uid);

- uid_keyring = keyring_alloc(buf, user->uid, (gid_t) -1, ctx,
+ uid_keyring = keyring_alloc(buf, user->uid.uid, (gid_t) -1, ctx,
KEY_ALLOC_IN_QUOTA, session_keyring);
if IS_ERR(uid_keyring)) {
key put(session_keyring);

151

Containers mailing list
Containers@lists.linux-foundation.org
https://lists.linux-foundation.org/mailman/listinfo/containers
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